Setting up MEX SSO

SSO comes as a standard feature and takes the hassle out of having to remember different
credentials for multiple applications and eliminates the need to individually log into each one every
time you need to use it. MEX handles this in the back end allowing users to open up and instantly
use all MEX applications with their credentials automatically activated.

How Single Sign On Works With MEX Applications

MEX SSO allows customers to specify an Identity Provider (such as ADFS) that MEX 15 can
authenticate against, utilising your choice of either WS-Federation or SAML 2.0 protocols. This
means that once a user has logged into the Identity Provider they will not need to enter any
credentials again and MEX will know who they are.

Upon opening the MEX application, MEX will cross check their credentials within the MEX Database
and if that user exists, grant them access. In the case where the user does not exist, a new user is
created in MEX with the selected security group nominated in the setup of MEX SSO for new users.
Here is a flow chart illustrating this process:
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All MEX applications are compatible with the MEX SSO including MEX, FleetMEX, MEX Ops and the
newly released MEX Dashboard.



Setting Up Azure SSO — Creating the Enterprise App

1. Select the option for Azure Active Directory

[T—— 5 Searc resoutcs s, anddocs %) ||

Azure services

a3l (1004) 3] Create a resource

Create a resource

g = B & & &

¥8| pashboard Virtual App Services Storage SQLdatabases  Azure Database  Azure Cosmos Kubemetes Function App
. machines accounts for PostgreSQL =1} services
All services
* EAVORMTES
Al resources A Microsoft Lean Azure Monitor G Security Center 9 Cost Management
Py i Leam Azure with free Monitor your apps and Secure your apps and Analyze and optimize
Recent online training from infrastructure infrastructure your cloud spend far
Microsoft free
& App senices
I Virtual machines (classic)
8 virtual machines Recent resources  see il your recent resources > See all your resources Useful links
3 . e 7
SOl databases NAME TvPE LAST VIEWED Technical Documentation [
& Cloud services (dassic) Azure Services 2
MEXPushNotification Notification Hub Namespace 2wk ago
ST Recent Azure Updates [3
TERLETS MEXPushNotificationHub (MEXPushNotifi... Notification Hub 2 wkago N
Azure Migration Tools
B storage accounts Pay-As-You-Go Subscription 1moago Find an Azure expert
Virtual networks (clas:
DA EFES) MEXMetasploit Virtual machine 4moago

Virtual networks Azure mobile app

@ Mexcache virtual machine 7moago .
L elastic pools App Store

A citgitTest virtual machine smoaga
4 Load balancers
GitBitProd App Service 10 mo ago
@ Availability sets
S gitbittest (GitBItCDN/gitbittest) Endpoint 10 mo ago
@ wonitor
GitBitTest App Service 10 mo ago
B Security Center
@  itsitProd Application Insights 11 mo ago
%) Cost Management + Bill z
A GItBitCDN CDN profie 12 mo ago
& Recovery Services vaults
- ! GitgitPlan App Service plan 12 ma ago

& Help + support
% Automation Accounts
@ Azure Active Directory

@ advisor

2. Select Enterprise Applications, then in the Enterprise application listing, select the New
Application button
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3. Creating the New application

1. Select option for a Non-gallery application
2. Assign a name for the SSO application (EG MEXSSO)

3. Save

Home > Default Directory > Enterprise applications - All applications > Categories > Add an application > Add your own application
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4. From the left-hand side, Select the Single Sign-on then SAML options
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Setting Up Azure SSO — Apply SSO SAML Settings

1. Setup the Basic SAML Configuration
1. Select the Edit icon against Basic SAML Configuration
In the Identifier field, set the URL used to access your MEX site
In the Reply URL field, enter the MEX URL + SAML/AssertionConsumerService
Set the Sign on URL to be the MEX URL as well
Save your changes
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2. Review the User Attributes & Claims
1. Select the edit icon under User Attributes & Claims
2. Inthe User Attributes & Claims window, ensure UserPrincipleName is assigned to
the email option (should be enabled by default)
3. Assign any additional claims required.

3. Apply the default certificate
1. Select Edit icon against the SAML Signing Certificate window
2. Change the Signing Option to: Sign SAML response and assertion
3. Optional: Edit the Notification Email Address, this user will be notified when the
assigned certificate expires.
4. Save changes
5. Download a copy of the Certificate (xBase64) created
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4. Installing the Certificate for Hosted MEX Users.
1. If you are a hosted user please email the certificate downloaded in the previous step
to Support@mex.com.au
2. MEX Support will reply to the email once the certificate has been installed onto the
hosting server.
3. Once installed, we can continue with the setup of Azure SSO and move to the next
step for Enabling SAML in Mex

5. Installing the Certificate for Non-Hosted MEX Users
1. Transfer the Certificate downloaded to the Server machine running MEX
2. Asan Administrator user, open the certificate file and select the option to install

Y Certificate -

General |De13|\s | Certification Path |

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Microsoft Azure Federated 550 Certificate

Issued by: Microsoft Azure Federated 550 Certificate

valid from 1/10/201% to 1/10/2022

Install Certificate. .. Issuer Statement
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3. Set the Store location as Local Machine

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store

Acertificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
O gurrent User

@ {ocal Machinet o

To continue, dick Next.

4, Select where to store the certificate
1.Choose the option Place all certificates in the following store
2.Click on Browse and Select the Trusted Root Certification Authorities

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automaticaly select a certificat store, or you can spedfy a location for
the certficate.

() Automatically select the certificate store based on the type of certificate
0 (®) Place all certificates in the following store

Certificate store:
[ Trusted Raot Certfiation Autnortes | [Ceromse... \e

5. Review details and finish the installation

Completing the Certificate Import Wizard

The certificate will be imported after you cick Firish.

You have specified the following settings:
Trusted Root Certification Authorities
Content Certificate




Setting Up Azure SSO — Enabling SAML in Mex

The next step will require navigating to the SAML setup in MEX itself. While still logged into the
Azure Portal, open a new browser tab and enter the MEX URL followed by ‘/SAML/’, in this example
the URL will be: http://testing.mex.com.au/AzureSSOTest/SAML/

The Data asked to be assigned is coming from the ‘Set Up MEX SSO’ window in the Azure Portal
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1. Against each field, set the following
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Tick field to Use Single Sign-On

Set Issuer equal to the Login URL from the Azure Portal

Set the Provider Trust to the Azure AD Identifier

The Reply Address is the URL used to access MEX

Logout URL will be the same Logout URL from Azure

Set the Certificate Thumbprint equal to the Thumbprint in Azure

o SAML Signing Certificate e
Status Active
Thumbprint C7B10DBF852C29F2EFBBO5C167984015B5107850 @
Expiration 01/10/2022, 12:03:10 pm
Notification Email tylertemple@mex.com.au
App Federation Metadata Url hitps://loginmicrosoftonline com/e56aga2d-fdd44... | E
Certificate (Basetd) Download
Certificate (Raw) Download
Federation Metadata XML Download

o Set up MEXS50

You'll need to configure the application to link with Azure AD.

Login URL httpsy/loginmicrosoftonlin com/e5829220-fd04-4... E @
Azure AD Identifier itpsy/stswindows.net/e56a92d-fo04-4zea-5c5-.. | () @
Logout URL httpsy/loginmicrosoftonline.com/common/wsfeder... E e

View step-by-step instructions

SAML Configuration Data Sources
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Setting Up SSO — Update MEX Web Config

The next stage is to update the MEX config settings to allow the SSO functionality.
1. Navigate to the MEXData web files, and open the web.config file in Notepad.
2. Open the Search tool with the keyboard command ‘Ctrl + F’

3. Search the word ’Authentication’

4. Replace the value on the first search result from ‘Windows’ to ‘Forms’

5. Save the document and close out of it.

Note: If hosted by MEX, please contact MEX at cloud.admin@mex.com.au to get this changed
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Setting Up Azure SSO — Setting User Access

The last action to complete is setting up Azure user’s access to MEX, this can be set up to allow all
azure users access, or set up to require access to be applied on a per user basis.

To allow all users:

1. Navigate to the properties of the MEX SSO Enterprise app
2. Change the option for ‘User Assignment Required’ to No
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To allow individual users:

Alternatively, if you are required to apply access to SSO functionality per each user, we can ignore

the steps above and leave the ‘User Assignment Required?’ field remaining on Yes. Instead we can

apply each user’s level of access from the ‘Users and groups’ module.

1. Navigate to ‘Users and groups’ module

Select ‘Add User’ button

Select to add by ‘Users and groups’

Select User on the right-hand side to allow access

Selected users will be listed here

6. Click the select button to save them with access to use SSO
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Home > Default Directory > Enterprise applications - All applications > MEXSSO - Users and groups
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